JOINT REPORT of

Daniel Neville (1703454),
Kacper Rak (1701601),
Thomas MacKinnon (1704872).

Bird People, Penguin Patrol

The investigative team was asked by Police Scotland to search through the seized hard-drive
to find evidence of John Doe possessing bird pictures.

Description of Recovered / Examined Items

We were provided with a physical HDD - Seagate Barracuda 7200RPM, 40GB drive. The
drive presented was in good condition and spun up as expected.

Investigative Methodology
Identification

The Identification stage of this investigation was the suspicion of John Doe committing bird abuse
and possessing bird pictures on his computer. The hard-drive was seized before a network logger
could be installed to monitor his searches live.

Acquisition

The Acquisition stage of this investigation was the raid and subsequent finding of the hard-drive in
John Doe’s house. ACPO guidelines were followed in the removal of the device, ensuring that the
data on the hard-drive was not altered in anyway.

Preservation

The Preservation stage of this investigation involved the safe copying of the hard-drive to abide by the
ACPO guidelines. An image of the seized hard-drive was created so the original data on the original
hard-drive would not be changed during the investigative process. To validate that copy hard-drive
was identical to the original hard-drive a hash sum of the copy was created immediately using md5
hashing. The hash sum of the copy hard-drive would be checked throughout the investigation to see if
the copy data had been altered. The copy hard-drive was also made to be “read only” so no data could
be added to the hard-drive helping to keep the authenticity of the copy.

Search

The searching stage of the investigation was conducted with many tools on the hard-drive copy, such

as Autopsy, Testdisk, foremost, etc. Specific files, such as web history records, where searched for by
mounting the copy hard-drive to the Investigators computer and manually looking for them. Some of

tools, such as Autopsy, was used to recover deleted files and other pieces of information.



Analysis

After the explicit materials had been found, further analysis was conducted on them to find out more
valuable information. Explicit images were checked for meta-data and hidden information, emails
were analysed for bird pictures and deleted files contained evidence of illegal materials.

Reconstruction

To reconstruct the information found a timeline was used. This aided the investigation by showing the
course of actions the John Doe account had taken in viewing and receiving these explicit images. The
timeline also helps summarise all the evidence found in the investigation.

Analysis

Images

Using the Linux system, we ran a command called Foremost on the disk image of John Doe’s
computer hard drive. The command was used to retrieve all image files on the drive. As the
majority of the images were windows assets the investigators needed to sort through the files
in the attempt to locate any case related material. Directly extracting the image files does not
let us know where on the disk they were located on the disk but with the use of Metacam,
another Linux tool, the investigators well able to identify what camera the case related
images were taken with and when the images was taken.

Two cameras were identified in the Metacam results: The Canon EOS-IDS with the serial
number 000136574 and the Canon powershot SD100. Another result identified was Adobe
Photoshop a common image editing program.
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FO345656
Canon powershot SD 00
02/07/2004 17:30:41

FO378058
Canon powershot SD 00
02/07/2004 17:44:07

FO41 5008
Canon powershot SD 00
02/07/2004 17:46:36
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Canon powershot SD 00
02/07/2004 17:49:50

chicks2
Canon powershot SD 00
0907/ 2004 17:27:53

Virus Scan

The “Trojan Defense” is a commonly used defense that claims that a virus did all of the
incriminating acts. As a Precaution the investigators scanned the hard-drive copy using
ClamAV, a multiplatform virus scanner. The scanner found 3 suspected malicious files
within the hard-drive, however this was double checked by using a website called “Virus
Total”, that checks the files against many different virus scanners. The files came up negative
for every scanner except ClamAYV letting the investigative team know that the hard-drive
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copy did not have any malware on it.
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Steganography

Investigators decided to check if any of the images on the John Doe account had hidden data
within. Using all of the images of birds the investigator went one by one checking for hidden
info using a steganography tool called JP hide and seek. No hidden information was found
from this search.

ﬁ JPHS for Windows - Freeware version BETA test rev 0.5 = i.l

Exit Openjpeg Hide 5Seek  Sawve jpeg  Savejpegas  Pass phrase  Options  Help

About

Input jpeg file
Directory  Chllsers\amghDeskiophimg
Filename 1173-ready2fledge jpg

Filesize 77 Kb Wiidth - BOD pixels Height 450 pixels

Approximate max capacity 12 Kb recammended limit 7 kb
Hidden file

Directony

Filename

Filesize Kk

saved jpeg file

Directary
Filename

Filesize kb

This iped file has not been modified

Partition Searching

There was a suspicion that the hard-drive was missing a partition, which could have potential
evidence on it. A tool named TestDisk was used to check if the hard-drive was missing
anything. Testdisk found that a partition on the John Doe hard-drive had been deleted and it
contained many pictures of birds. The deleted partition was restored as shown below. The
deleted partition show that the person behind the John Doe account was trying to delete
evidence as to not be caught since deleting a partition is a rather hard task.

admin@H69:~/DesktopS mmls johnDoe.dd
DOS Partition Table

Offset Sector: @

Units are in 512-byte sectors

Slot Start End Length Description

0000000000 0000000000 opeeeoeeel Primary Table (#0)
——————— 0000000000 0000000062 0000000063 Unallocated

0000000063 0006136829 0006136767 NTFS / exFAT (@x07)
——————— 0006136830 0011255327 0005118498 Unallocated

Partitions found on the disk before TestDisk.



admin@H69: ~/Desktop$S mmls johnDoe.dd
DOS Partition Table

Offset Sector: @

Units are in 512-byte sectors

Slot Start End Length Description

gooeooo0o0 gooeooo0o0 fooeoeoEO1 Primary Table (#0)
0000000000 0000000062 0000000063 Unallocated
000:000 0000000063 0006136829 0006136767 NTFS [/ exFAT (0x07)
006:001 0006136830 0011245499 0005108670 NTFS [/ exFAT (0x@87)
0011245500 0011255327 0000009828 Unallocated

Partitions found on disk after TestDisk, see entry 003 is new.

admin@H52:~/Desktops fls -o 6136830 johnDoe.dd

r/r 32-128-4: BaldEagle7oClock. jpg

r/r 51-128-4: GreatEgretOverflyingRoseateSpoonbills. jpg

r/r 4-128-4: SAttrDef

r/r 8-128-2: SBadClus

r/r 8-128-1: SBadClus:S$Bad

r/r 6-128-1: SBitmap

r/fr 7-128-1: SBoot

d/d 11-144-4: SExtend

rfr 2-128-1: SLogFile

r/r 9-128-1: SMFT

r/r 1-128-1: SMFTMirr

r/r 9-128-8: SSecure:5SDsS

r/r 9-144-11: SSecure:SSDH

r/r 9-144-14: SSecure:SSII

r/r 10-128-1: SUpCase

r/r 3-128-3: SVolume

rfr 29-128-4: AlmondMarshGreatBlueHeronStalling. jpg

r/r 30-128-4: AmericanAvocetWinterPlumage. jpg

r/r 31-128-4: AmericanWhitePelicansCircling. jpg

r/r 34-128-4: BellbirdJumpingOffBranch. jpg

r/r 35-128-4: BlackNeckedstiltsFromBehind. jpg

r/r 36-128-4: BlackSwan. jpg

r/r 37-128-4: BlackVultureSunningOnPost. jpg

r/fr * 38-128-4(realloc): blue _bird2.jpg

r/r 39-128-4: brd_ornithologist_TWG. jpg

d/d 27-144-6: System Volume Information

r/r 33-128-3: Barnowl. jpg

r/r 42-128-4: GreatBlueHeronWithFish. jpg

rfr GreatEgretInVoloBog. jpg

r/- 7 GreatEgretOverflyingRoseateSpoonbills. jpg

r/r 4: GreenHeronCloseup. jpg
GreenHeronOnChicagolLakeshore. jpg
guide.doc
ImmatureSnowyEgretTakingOff. jpg
june®3screen. jpg
junescreen®l. jpg
KeaAndMountain. jpg
RECYCLER
KeaAtTopOfMacKinnonPass©930. jpg
KeaEatingRentalcCar.jpg
KeaRetrievingBakedBeanCanFromTarn. jpg

64: SOrphanFiles

All the information found on the new partition, many images of birds.

Virtual Machine

As part of the Investigation a Virtual Machine of the hard-drive copy was created to give
context to the John Doe account. Tools that were used to create this Virtual Machine include
Pro Discover and VMware Workstation. However John Doe’s account could be logged into
directly since the operating system was corrupt/incomplete, but with a fresh install of
Windows XP and creation of an admin account all the files from all of the accounts on the
hard-drive copy were recovered and could be viewed.
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From the figures it is clear this is the John Doe account as it has the same files as the mount
version. All files were able to be accessed through this virtual machine.

The Investigative team tried remaking the Virtual machine using the hard-drive copy with the
recovered partitions but they were met by blue screens and errors.

Browser Searching

John Doe’s account has two browsers installed on it, being Internet Explorer and Mozilla
firefox, with his email account being on Mozilla Thunderbird. Investigation of these browsers
was critical to see if John Doe’s account had been distributing explicit content online and
where the account found these images. The main pieces of informations Investigators were



trying to find on John Doe’s browsers was the history of searches, what cookies are stored,
what is in the web cache and what bookmarks are on the browsers.

Internet Explorer:

Internet Explorer is a free browser that is pre-installed onto Windows machines so it was a
given that John Doe’s account would have it, since his operating software is Windows XP
professional. The Investigators decided to find the web history associated with John Doe’s
account first. A tool named “Pasco” was used to make the web history files (index.dat files)
readable. Investigators found a web history file in the standard place for Internet Explorer,
and used Pasco to view it.

TYPE URL MODIFIED TIME ACCESSTIME FILENAME DIRE
URL \Visited: johndoe@aboutHome 01/24/2005 15:57:10 01/24/2005 15:57:10
URL \Visited: tp-fiofiice.microsoft aspx?lc=en-gb 01/25/2005 11:26:04 01/25/2005 11:26:04
URL Visited! MG [Documer 0andYa. ipg 02/03/2005 15:04:48 02/03/2005 15:04:48
URL Visited: johndoe @file:/C:/birdwatching doc 02/03/2005 15:49:39 02/03/2005 15:49:39
URL Visited: tp:iwww.mozilla.org/pi 01/24/2005 16:23:1501/24/2005 16:23:15
URL Visited: NG, microsoft. asp; 01/24/2005 16:40:02 01/24/2005 16:40:02
URL Misited. MC:IPY 1 y htm 02/02/2005 15:04:48 02/02/2005 15:04.:48
URL \Visited: johndoe @http:iidownload mozilla.org/?product=firefox&os=win&lang=en-GB 01/24/2005 16:21:43 01/24/2005 16:21:43
URL Visited: MC:/Documents%20and%: 20D 10703a.htm 02/02/2005 14:25:59 02/02/2005 14:25:59
URL Visited: tpuiofice.microsoft. asp: 01/25/2005 11:16:45 01/25/2005 11:16:45
URL Visited: MIC:/[Documer 0and¥i! 20D 0P t wyoung.jpg 02/03/2005 15:00:19 02/03/2005 15:00:19
URL Visited: johndoe @file:/l/E./birds/Killdeerjpg 02/03/2005 14:49:29 02/03/2005 14:49:29
URL \Visited: johndoe@file:/C:/Documents%20andYi! 20D 20Pictures/177 jpg 02/03/2005 15:01:38 02/03/2005 15:01:38
URL \Visited: MC:/Py W y htm 02/02/2005 15:04:47 02/02/2005 15:04:47
URL \Visited: johndoe @file:/C:/Documents%20andYa. 20D htm 02/03/2005 15:02:45 02/03/2005 15:02:45
URL \Visited: johndoe @file:/'D:/Prac5/Q3%20Thread%20(Statechart).gif 02/02/2005 15:10:48 02/02/2005 15:10:48
URL Visited: 2HC AP 1% iles\F yerrpplug 260.dil/black.html 02/02/2005 15:04:43 02/02/2005 15:04:43
URL \Visited: johndoe @javascript:parent.inScan() 01/24/2005 16:40:26 01/24/2005 16:40:26.
URL Misited. MIC/Documer 0and%. ly%20D P _geese.jpg 02/02/2005 14:18:53 02/02/2005 14:18:53
URL Visited: MG Documer ks.html 02/03/2005 12:20:20 02/03/2005 12:20:20
URL Visited: JIC \WINDOV hdocls htm 01/24/2005 16:13:02 01/24/2005 16:13:02
URL Visited: tpivS.) p .microsoft AspX?In=¢ a: 01/24/2005 16:40:43 01/24/2005 16:40:43
URL Visited: ME: pdf 02/03/2005 15:52:01 02/03/2005 15:52:01
URL Misited: MIC:/Documer 0and%. ly3%20D: ies2.jpg 02/03/2005 15:05:44 02/03/2005 15:05:44
URL Visited: joffice microsoft. gb/FX010354621033 aspx. 01/25/2005 11:33:46 01/25/2005 11:33:46
URL \Visited: ji i continue’) 02/02/2005 15:04:34 02/02/2005 15:04:34.
URL Visited: tpivo.) p .microsoft. AspX?In=¢ = 01/24/2005 16:16:10 01/24/2005 16:16:10
URL \Visited: Jfwww.mozilla.org/product: inderbird 01/24/2005 16:23:25 01/24/2005 16:23:25
URL Visited: tp:iofiice.microsoft iraspx?AssetiD=ES790020331033&0rigin=HH010704921033&CTT=5 01/25/2005 11:16:47 01/25/2005 11:16:47
URL \Visited: johndoe @file:/D:/Prac4/Prac4 gif 02/02/2005 15:10:16 02/02/2005 15:10:16
URL Visited :MIC:[Documer 'Oand%s: ly%20Dn Pi /7107298 jpg 02/02/2005 14:20:33 02/02/2005 14:20:33
URL \Visited: johndoe @file:/C:/Documents%20andYa. 20D 20P |_S.jpg 02/02/2005 14:28:19 02/02/2005 14:28:19
URL Visited: MIC:IDocumer 0andYs! 20D ip 02/09/2005 11:28:00 02/09/2005 11:28:00
URL Visited: tp:iiofiice microsoft.com/en-gb/FX010329501033 .aspx 01/25/2005 11:16:56 01/25/2005 11:16:56
URL Visited: joffice. microsoft. aspx?AssetiD=ES790020331033&CTT=5&0rigin=HA010492041033 01/25/2005 11:26:00 01/25/2005 11:26:00
URL Misited. ji iptparent. p 0 01/24/2005 16:15:54 01/24/2005 16:15:54
URL Visited: iww.mozilla.org/p 01/24/2005 16:21:42 01/24/2005 16:21:42
URL Visited: -MIC:[Documer Oand%s: 0D ipg 02/03/2005 15:06:42 02/03/2005 15:06:42
URL Visited: MMIC:/[Documer 02/09/2005 16:57:49 02/09/2005 16:57:49
URL Visited: -MC:[Documer 0andYi! 20D 20Pictures/tn_duck_3.jpg 02/02/2005 14:18:13 02/02/2005 14:18:13
URL Misited: 1p:/i64.12.168.243/p 1.0Awin32/en-US/Thunderbird%20Setup%201.0.exe 01/24/2005 16:24:56 01/24/2005 16:24.:56
URL Visited: NG, microsoft. aspx?in=¢ &id=1&Linkld=SOFTWARE& Tocindex= 01/24/2005 16:41:10 01/24/2005 16:41:10
LRI \isiter: inhnrne @htiniinfice micrnsaft comien-nhiEXN 101355751033 asny N12RR0NR 112554 01252005 11255A

This data was found in /Documents and Settings/johndoe/Local
Settings/History/History.IE5 Full results can be found in Appendix B: Internet Explorer

This screenshots shows that John Doe’ account accessed images stored on his computer, the
yellow highlight marks bird related content and the blue signifies interesting finds. There was
no evidence of John Doe accessing bird images online, in fact there wasn’t much internet
searches at all, which is rather unusual, suggesting there could be deleted internet history file
somewhere. Other web history files where found and analysed using Pasco, but nothing of
note was found. This information was backed up using Autopsy.

Next the cookies of the John Doe’s Internet Explorer were found using Pasco to make the
data readable since Internet explorer stores cookies the same as a web history file(index.dat).
The cookies were found in /Documents and Settings/johndoe/Cookies Full results can be
found in Appendix B: Internet Explorer

| \ B | c \ D | E | F ] G
History File: index.dat Version: 5.2 |

TYPE URL MODIFIED TIME ACCESS TIME FILENAME DIRECTORY HTTP HEADERS
URL Cookie:johndoe@office.microsoft.com/ 01/25/2005 11:16:48 01/25/2005 11:16:48 johndoe@office.microsoft[2].txt

URL Cookie:johndoe@microsoft.com/ 01/24/2005 16:15:43 02/02/2005 14:57:23 johndoe@microsoft[1].txt

URL Cookie:johndoe@real.com/ 02/02/2005 15:04:44 02/09/2005 17:03:55 johndoe@real[2].txt

Only three cookies where found for Internet Explorer, none of them being valuable.



Some other web History files were found in three “MSHist...” within the History IE5 folder,
they mostly consisted of files accessed by the John Doe account of bird pictures. This shows
specific times that the person using the John Doe account was accessing the explicit pictures.

These other web history files were found in /Documents and Settings/johndoe/Local
Settings/History/History.IE5 in the several MShist... folders. Full results can be found in

Appendix B

. Internet Explorer

10 |:2005013120050207:
11 |:2005013120050207:
12 |:2005013120050207:
13 [:2005013120050207:
14 |:2005013120050207:
15 |:2005013120050207:
16 |:2005013120050207:
17 |:2005013120050207:
18 |:2005013120050207:
19 |:2005013120050207:
20 |:2005013120050207:
21 |:2005013120050207:
22 |:2005013120050207:
23 |:2005013120050207:
24 |:2005013120050207:
25 |:2005013120050207:
26 |:2005013120050207:
27 |:2005013120050207:
28 |:2005013120050207:
29 |:2005013120050207:
30 |:2005013120050207:
31 |:2005013120050207:
32 |:2005013120050207:
33 |:2005013120050207:
34 |:2005013120050207:
:2005013120050207:
:2005013120050207:
37 |:2005013120050207:
38 |:2005013120050207:
39 |:2005013120050207:
40 |:2005013120050207:

johndoe@file://iD:/Prac5/Q3%20Thread%20(Statechart). gif
johndoe@file://iC:/Documents % 20and%h 20Settings/jchndoe/My%20Documents/My% 20Pictures/40m. jpg
Johndoe@file://iC:/Documents%20and% 20S ettings/johndoe/My%20Documents/My% 20Pictures/177.jpg
Jjohndoe@file://iC:/birdwatching.doc

Jjohndoe@file://iD:/Prac4/Prac4.gif

jehndoe@file:///C:/Documents % 20and% 20Settings/johndoe/My% 20Documents/ostbk 2b2. htm
johndoe@file///C:/Documents%20and% 20Settings/johndoe/Application¥20Data/Mozilla/Firefox/Profiles/w4nf3obl. default/cookies. txt

johndoe@http://www.real.com/intro/index_upsell_manager.htmI?DC=NSP01Dx untry =en-gbé&

Jjohndoe@file:///C:/Documents % 20and%h 20Settings/jchndoe/My%20Documents/nestboxtips. txt
Johndoe@file://iC:/Documents%20and%20Settings/johndoe/My%20Documents/aa010703a.htm
Jjohndoe@file://iC:/Documents%20and%20Settings/johndoe/My%20Documents/My% 20Pictures/tn_duck_3.jpg
Jjohndoe@file://iC:/Documents%20and%20Settings/bob/My % 20Documents/My% 20Music/ready 2fledge. jpg
jehndoe@https://account.real.com/acct/intro/msg.htmi?msg=frweur
johndoe@filex//iE:/birds/audio/aggressive_song.wav

johndoe@file://iC:/Documents%20and%h 20Settings/jchndoe/Desktop/birdtrans2. jpg
Jjohndoe@file://iC:/Documents % 20and%h 20Settings/jchndoe/My%20Documents/My% 20Pictures/wbpremium_s.jpg
johndoe@file://iC:/WINDOWS/QDBC.INI
Jjohndoe@file://iC:/Documents%20and%20Settings/johndoe/My%20Documents/My% 20Pictures/chicks2.jpg
Johndoe@file://iC:/Program%20Files/Adobe/Acrobat%207.0/Reader/Legal/Adobe%20Reader/7.0.0/en_US/license.htm|
johndoe@:Host: account.real.com

I=en&PBR=10485800

johndoe@file://iC:/Documents % 20and%h 20Settings/johndoe/Application% 20Data/Mozilla/Firefox/Profiles/w4nf3obl . default/bookmarks . .htm!

Jjohndoe@file://iC:/EvanstonWoodpecker.jpg

johndoe@:Host: www.real.com

Johndoe@file:///E:/birds/Killdeer.jpg

Jjohndoe@file://iC:/Documents%20and% 20Settings/johndoe/My%20Documents/My% 20Pictures/babyscot_vyoung.jpg
johndoe@file:///C:/Documents % 20and% 20S ettings/johndoe/My%20Documents/My% 20Pictures/babyscot_2weeksL.jpg
johndoe@file///C:/Documents%20and% 20Settings/johndoe/My% 20Documents/newbies 2. jpg
johndoe@file://iC:/Program% 20Files/Real/RealPlayer/Firstrun/context. htm

johndoe@file://iC:/Documents%20and%h 20Settings/jchndoe/My%20Documents/My% 20Pictures/snow_geese. jpg
Johndoe@file:///E:/birds/non% 20images/BirdingGuide. pdf

Jjohndoe@file:///E:/birds/non%20images/BookList.doc

Web cache was found in /Documents and Settings/johndoe/Local
Settings/History/History.lIE5 Full results can be found in Appendix B: Internet Explorer

3 |URL MODIFIED TIME

4 |:2005013120050207: jchndoe@file:///C:/Documents%20and%20Settings/All%20Users/Documents/My%20Music/Sample%20Music/Doc1.doc 02/03/2005 14:17:48
5 [:2005013120050207: jchndoe@:Host: My Computer 02/03/2005 12:19:07
6 |:2005013120050207: jehndoe@file:///C./Program%20Files/Real/RealPlayer/Firstrun/1.htm 02/02/2005 15:04:47
7 |:2005013120050207: jehndoe@file:///C./Program%20Files/Real/RealPlayer/DataCache/Login/index.html 02/02/2005 14:57:13
8 |:2005013120050207: jchndoe@file://C:/Documents%20and%20Settings/johndoe/My% 20Documents/My%20Pictures/7107298.jpg 02/02/2005 14:20:33
S |:2005013120050207: jchndoe@file:///C:/Documents%20and%20Settings/johndoe/My% 20Documents/kakapo.ram 02/02/2005 15:11:51

02/02/2005 15:10:49
02/02/2005 14:43:36
02/03/2005 15:01:38
02/03/2005 15:49:39
02/02/2005 15:10:16
02/03/2005 15:02:45
02/03/2005 12:19:07
02/02/2005 15:04:28
02/02/2005 14:29:30
02/02/2005 14:25:59
02/02/2005 14:18:13
02/03/2005 15:06:42
02/02/2005 15:04:34
02/03/2005 12:22:51
02/03/2005 15:04:48
02/02/2005 14:28:19
02/03/2005 15:54:06
02/03/2005 15:05:03
02/02/2005 17:03:40
02/02/2005 15:04:34
02/03/2005 12:20:20
02/03/2005 14:14:58
02/02/2005 15:04:28
02/03/2005 14:49:29
02/03/2005 15:00:19
02/03/2005 15:00:27
02/03/2005 15:05:44
02/02/2005 15:04:48
02/02/2005 14:18:53
02/03/2005 15:52:01
02/03/2005 15:51:54

ACCESS TIME

102/09/2005 11:28:
(02/09/2005 11:28:
02/09/2005 11:28:
02/09/2005 11:28:
102/09/2005 11:28:
102/08/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
(02/09/2005 11:28:
02/09/2005 11:28:
02/09/2005 11:28:
102/09/2005 11:28:
102/08/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
(02/09/2005 11:28:
02/09/2005 11:28:
02/09/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
02/09/2005 11:28:
02/09/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
02/09/2005 11:28:
02/09/2005 11:28:
02/09/2005 11:28:
102/09/2005 11:28:
102/08/2005 11:28:
102/09/2005 11:28:
102/09/2005 11:28:
(02/09/2005 11:28:
02/09/2005 11:28:

Web cache was made readable with Pasco, however no useful information was found in this
file, other than sites related to installing firefox and microsoft sites.

Mozilla Firefox:

The John Doe account also had Mozilla Firefox installed, the web history file is stored in a
different location and in a different format so tools used before cannot be used here. The web
history file is found within the Mozilla file and is called history.dat. A tool called Mozilla
History View which allowed the investigators to view the history.



URL First Visit Date Last Visit Date Visit Count  Referrer Host Name Title Record Index  Visit Type Frece

@ ftp://ftp.scarletbe/pub/mozilla.org/thunderbird/r..  24/01/2005 4:28:47...  24/01/2005 4:28:47... ftp.scarletbe 8

@ http://amos.shop.com/amos/cc/main/catalog/pc... 02/02/2005 2:20:19... 02/02/2005 2:20:19, amos.shop.com SHOP.COM - Bird Safari - Bird... 43
://ardownload.adobe.com/pub/adobe/reader.. 02/02/2005 4:53:13...  02/02/2005 4:53:13... ardownload.adobe... 140
://as.casalemedia.com/s7s= 535248 u=http %3 02/02/2005 2:15:51...  02/02/2005 2:15:51 as.casalemedia.com 29
://asg36.casalemedia.com/s?s=535248w=http... 02/02/2005 2:15:56... 02/02/2005 2:15:36... asg3b.casalemedia... 3

://birding.about.com/cs/birdhousesfeeders/a/... 02/02/2005 2:24:42...  02/02/2005 2:24:42.
</ /bird beut.com/cs/build| findex.ht... 02/02/2005 2:24:32... 02/02/2005 2:24:32...
birding.about.com/library/blalphatypeofbir... 02/02/2005 2:23:56... 02/02/2005 2:23:36...
birdi beut.com/| /bt derpa... 02/02/2005 2:26:43... 02/02/2005 2:26:43...
[02/2005 2:24:18...  02/02/2005 2:24:18...
. 02/02/2005 2:24:55...
. 02/02/2005 2:23:04

birding.about.com  Free Feeder and Birdhouse Pla... 76

birding.sbout.com 71
birding.about.com  Alphabetical Index of Birds &2
birding.about.com  Birding and Birdwatching - Pa... 86
birding.about.com  Specs for Building Birdhouses ... 67
birding.about.com  Birding and Birdwatching - Bu... 81
birding.about.com  Wings of Terror - avian humor... 55

¥
birding.about.com/library/blhousespecs.htm
birding.about.com/library/weekly/aa010703... 02/02/2005 2:24:
birding.about.com/library/weekly/aa10258... 02/02/2005 2:23

Clo 0 c 0 00 0000000000000 0E0000 00
o cococoocoooocoooononoooooo0oooo0o oo

birding.about.com/od/buildhouses/ 02/02/2005 2:24: birding.about.com  How to Build Bird Houses and... 72
birding.about.com/od/storie1/ 02/02/2005 2:22 birding.about.com  Bird Stories and Tales 45
://clk.about.com/zi= 18/yV&sdn= hobbies_bir... 02/02/2005 22418... 02/02/2005 2241... clicabout.com 66
://clk.about.com/Tzi=18/yV&isdn= hobbies_bir.. 02/02/2005223:56.. 02/02/2005 2:23:56... cliabout.com 61
://clk.about.com/zi= 18/yWsdn=hobbies_bi.. 02/02/20052:26:43... 02/02/2005 2:26:43... clicabout.com 85
://download.mozilla.org/Tproduct=thunderbir... 24/01/2005 428:47... 24/01/2005 428:47... download.mezilla... 7
://Treespace.virgin.net/cobber.budgies/stories... 03/02/2005 259:56... U3/02/2005 2:59:56 freespaceirgin.net  Scottie's Baby Pictures - 1 147
images.google.co.uk/imagesTclient=firefox.. 03/02/2005 25¢:40.. 03/02/2005 2:58:40... images.google.co... Geogle Search: young chicks 144
images.google.co.uk/images?q=young+chi... 03/02/2005 3:01:53.. 03/02/2005 3:01:53 153
images.google.co.uk/images7q=young=ch 1 . 03/02/2005 3:0332... 157
images.google.co.uk/imgresTimguri=http:/. :56...  03/02/2005 2:59:56. 146
images.google.co.uk/imgresTimgurl=h . 03/02/2005 2:59:56... Google Image Result for http:.. 145
://images.google.co.ukfimgresfimguri=h . U3/02/2005 3:03:54 159
://images.google.co.ukfimgresfimgurl=h . 03/02/2005 3:03:54... Google Image Result for http:... 158
://images.google.co.ukfimgrestimguri=h .. 03/02/2005 3:02:14... 155

B hitp://images.google.co.uk/imgrestimgurl=htp:/... 03/02/2005 302:14... 03/02/2005 3:02:14... Google Image Result for http...

@ http://images.google.co.ukfimgresfimguri=h 02 03/02/20053:01:02... 0 149 0
@ hitp//images.google.co.ukfimgresfimguri=httpy/... 03/02/2005 301:02.. 03/02/2005 301:02.. 0 Google Image Result for htp:.. 148 0
0 isg10.casalemedia.... 2 0

@ httpy//isg10.casalemedia.com/V2/40842/43608 02/02/2005 2:15:56...  02/02/2005 2:15:36...
<

This was found in /Documents and Settings/johndoe/Application
Data/Mozilla/Firefox/Profiles/w4nf3obl.default Full results can be found in Appendix C:
Mozilla Firefox

Checking some of these links is fruitless since the links from 2005 are no longer active so a
website called “The Wayback Machine” was used to check the links for explicit content.
Some of the links contain disturbing content about birds and even online stores that seem to
be the source of some of the images found on the John Doe account.
http://amos.shop.com/amos/cc/main/catalog/pcd/7107298/prd/10187717/ccsyn/518/ x_/Choi
ces-Direct---Movies-Bird-Safari---Bird-Watcher's-Paradise-VIDEO\

This link is unfortunately dead, but reading the link can reveal information such “Movies-
Bird-Safari--Bird-Watcher’s-Paradise-VIDEOS” show that the John Doe account was
accessing explicit material. Another interesting aspect of the link is the “pcd/7107298” which
is suspected to be the product name, and is also the name of a bird picture found in
/Documents and Settings/johndoe/My Documents/My Pictures of the John Doe account.

johndoe MyDocuments My Pictures

The matching file name and picture to the product name.


http://amos.shop.com/amos/cc/main/catalog/pcd/7107298/prd/10187717/ccsyn/518/_x_/Choices-Direct---Movies-Bird-Safari---Bird-Watcher's-Paradise-VIDEO%5C
http://amos.shop.com/amos/cc/main/catalog/pcd/7107298/prd/10187717/ccsyn/518/_x_/Choices-Direct---Movies-Bird-Safari---Bird-Watcher's-Paradise-VIDEO%5C

FACILITIES

CHICKS

s

Young chicks can be maintained 1n a variety of suitable facilities. A small portable pen, 12 feet long, 4 feet wide and 2 foot high can be adequate for a number of chicks. The pen 1s placed on short cut grass
and moved daily. Chicks are brought out to the pen after the temperature reaches above 60 F and the sun is shining. Birds can be mamtaimed in this type of facility until the temperature drops or until weather
is prohibitive. Include some type of shade and wind break as young birds are sensitive to extreme sun and wind.

Young birds should be brought indoors in the evening and maintained in a heated environment until at least 2 to 3 months of age. Temperature in indoor shelters should be maintained at least 65 F and enough
room to allow the birds to exercise should be provided. In areas where weather is more severe, this period may need to be extended.

Do not provide feed at night but available water 1s acceptable. Feed the young birds as outlined in CARE OF YOUNG BIRDS section, prior to turning them out 1n the morning

JUVENILES

A site containing information about young birds, accessed using the Wayback Machine
website to the time the John Doe account accessed it.

A deleted history.dat file was found using Autopsy but it contained the same information as
the one shown above. This however could show that the person behind the John Doe account
was trying to delete evidence.

Mozilla cookies can be read using a tool called Galleta, the file was found in the Mozilla
directory as a “cookies.txt”. The data collected is odd and seems to be incomplete, there is
evidence in the files suggesting that a cookie manager was used, which could have
corrupted/deleted revealing cookies.

1 \ B \ c | o \ E \ F G
Cookie File: cookies.txt 1

2

3 |SITE VARIABLE VALUE CREATION TIME EXPIRE TIME FLAGS

4 |[#This is a generated file! Do not edit. # HTTP Cookie File # http://www.netscape.com/newsref/std/cookie_spec.htm! 01/01/1970 01:00:00 01/01/1870 01:00:00 # To delete cookies  use the Cookie Manager.

5 |fastclick.net TRUE I FALSE 1169561752 pluto 663483068|0|66b5a384-3d2e-44e!

6 |.servedby.advertising.com TRUE I FALSE 1109947301 65413475 _4200e6a5

7 |-maxserving.com TRUE U FALSE 1422715249 uu en92IGPWRYYt

8 |.about.com TRUE I FALSE 1138890403 trailblazer referrer=http://birding. about.com/|

9 |.shop.com TRUE I FALSE 2145916801 AMID

0 |.microsoft.com TRUE I FALSE 1159858800 MC1 GUID=31d3ee23c79ae3498abcfol

1

2 |

an

This was found in /Documents and Settings/johndoe/Application
Data/Mozilla/Firefox/Profiles/w4nf3obl.default

Mozilla Bookmarks were analysed using Autopsy, however the data collected was not useful
to the investigation.



Source File

URL | Title

Date Created

Program Mame

Domain

|ioa)

4 customize Links.url

4 Free Hotmail.url

& windows Marketplace. url
& Windows Media.url

& windows,url

A MsN.com.url

4 Radio Station Guide.url
# customize Links.url

# Free Hotmail.url

’ Windows Marketplace. url
& Windows Media.url

& windows,url

& MsN.com.url

4 Radio Station Guide.url
# Customize Links.url

# Free Hotmail.url

' Windows Marketplace. url
& windows Media.url

4 windows.url

hikkpe f e microsaft, comyisapifredir, di?prd=isfpuwer=68... | Customize Links.url

htkp: ffvea, ricrosoft, com/fisapifredir, diiFprd=iztar=hotmail | Free Hotmail.url
hikkp: ffgo.microsoft, comFelink) FLinkId=30857Rclcid=0x40% | Windows Marketplace, url
htkp: ffvaeae  microsoft, com/isapifredi, dizprd=istar=winda. .. | Windows Media.url

hikkp: f e microsoft, comjisapifredir, diprd=iefar=windows | Windows.url

bkt f e microsaft, comisapifredi, di?prd=isfpwer=68... | M3, com.url
htkp: ffvsees, microsoft, com/isapifredir, diprd=windowstsh. .. | Radio Station Guide.url
hiktpe f v microsaft, comfisapifredi. diFprd=isfpwer=6t... | Customize Links.url
htkp: ffvea, ricrosoft, com/fisapifredir, diiFprd=iztar=hotmail | Free Hotmail.url
hittp: ffgo.microsoft, comFelink) LinkId=3085Fclcd=0x40% | Windows Marketplace, url
hikkpe f v microsaft, comyisapifredir, difprd=isfar=windo, .. | Windows Media,url

hikkp: f e microsaft, comisapifredir, di?prd=istar=windows | Windows.url

ikt f v microsoft, comjisapifredir, di?prd=isfpwer=68:... | 1M5M.com.url
htkp: ffvene, microsoft, com/isapifredir, dizprd=windowsgsh. .. | Radio Station Guide.url
hikkp: f e microsoft, comisapifredi, diFprd=isfpyver=6g.. . | Customize Links,url
htkp: ffveas, ricrosoft, com/fisapifredir, diizprd=istar=hotmail | Free Hotmail.url
hittp: ffgo.microsoft, comFrlink) FLinkId=3065Fclcid=0x40% | Windows Marketplace, url
hikkpe f e microsaft, comyisapifredir, difprd=istar=windo. .. | Windomws Media.url

htkp: ffvee  microsoft, com/isapifredir, di?prd=isfar=windows | Windows.rl

2005-02-03 10:13:14 GMT
2005-02-03 10:13:14 GMT
Z2005-02-03 10:13:03 GMT
2005-02-03 10:13:14 GMT
Z005-02-03 10;13:14 GMT
2005-02-03 10:13:14 GMT
2005-02-03 10;13:14 GMT
2005-02-03 11:23:31 GMT
2005-02-03 11:23:31 GMT
Z005-02-03 11,23:22 GMT
2005-02-03 11:23:31 GMT
2005-02-03 11;23:31 GMT
2005-02-03 11:23:30 GMT
2005-02-03 11:23:30 GMT
2005-01-24 15,5733 GMT
2005-01-24 15:57:33 GMT
Z2005-01-24 15,5715 GMT
2005-01-24 15:57:33 GMT
2005-01-24 15:57:33 GMT

e

Internet Explarer
Inkernet Explorer
Internet Explorer
Internet Explorer
Internet Explorer
Internet Explarer
Inkernet Explorer
Internet Explorer
Inkernet Explorer
Internet Explorer
Internet Explorer
Internet Explorer
Internet Explorer
Inkernet Explorer
Internet Explorer
Internet Explorer
Internet Explorer
Internet Explarer

Inkernet Explorer

i microsaft, com
v icrosoft, com
go.microsoft, com

v icrosaft, com
v microsoft, com
i microsaft, com
v icrosaft, com
i, ricrosoft, comm
v icrosoft, com
go.microsoft,com

vy, microsoft, comm
v icrosaft, com
e microsaft, com
v icrosoft, com
i microsaft, com
v icrosaft, com
go.microsoft.com

i microsaft, com

v icrosaft, com

From searching through deleted files in Autopsy the Investigators found an interesting html
file documenting past bookmarks for the firefox browser. Evidence of bird related content

was found as seen below.

Bookmarks

Bookmarks Toolbar Folder
Add bookmarks to this folder to see them displayed on the Bookmarks Toolbar

Getting Started
Latest Headlines

johnl)
johnl
johnl
johnl
johnt
johnl
johnl
johnt
johnl
johnl
johnl
johnl
johnl
johnl:
johnC
johnt
johnC
johnk
johnt

Quick Searches
Handy searches that can be performed in the addressbhar

Google Quicksearch

Type "google <search terms>" in the location bar to perform a Google search
Dictionary.com Quicksearch

Type "dict <word=>" in the location bar to perform a dictionary look-up
Stock S ol Quicksearch

Type "quote <symbol>" in the location bar to perform a stock symbol look-up

Wikipedia Quicksearch
Urban Dictionary

Firefox and Mozilla Links

Firefox Start Page

Firefox Central

Themes and Extensions

Firefox Product Page

The Mozilla web site

MozillaZine

Mozilla Store

Get Involved - Help spread Firefox!

gle Albatross Owl Falcon 1024x768

Alphabetical Index of Bird:
hickadee Karaoke]

Type "slang <word=>" in the location bar to look up something in the people's slang dictionary

Type "wp <something>" in the location bar to look up something in Wikipedia, a free online encyclopedia.



Using a tool named Mozilla Cache view the investigators were able to view the the cache
files for the Mozilla firefox browser. Many Bird related search are found here that weren’t
present in the history file including searches for bird pictures.

MZCacheView: C\Users\ohnMacKinnon'Downloadshcache - x
File Edit View Options Help
| e® x| v B A
Filename Content Type URL File Size Fetch Count  Last Modified Last Fetched Expiration Time Server Name Server Response Server Time ™
W] 5723.gif image/gif http://s0b.bluestreak.com/ixeTbb&t=5723 49 2 09/02/2005 11:27:3...  09/02/2005 11:27:3...  N/A Microsoft-115/6.0 HTTP/1.0 200 OK 09/02/2005
8| Attractions.gif  image/gif http://www traveltex.com/images/sc_saver.. 86,815 1 09/02/2005 11:27:1...  09/02/2005 11:27:1...  09/04/2005 3:44:30...  Mlicrosoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
& attractions_ico ge/jpeg P/ fimages/sc_saver.. 3,516 1 09/02/2005 11:27:1 09/02/2005 11:27:1...  09/04/2005 3:44: Microsoft-IIS/5.0 HTTP/1.0 200 OK 09/02/2005
|wi| Beaches.gif image/gif http://www traveltex.com/images/sc_saver.. 55,702 1 09/02/2005 11:27 09/02/2005 11:27: 0970472005 3:44: Microsoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
8| beaches_icon,... ge/jpeg i/ fimages/sc_saver.. 2,851 1 09/02/2005 1 . 09/02/20051 0970472005 3:44: Microsoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
& b_tile.gif image/gif http://www.traveltex.com/images/bg_tile.gif 854 1 09/02/2005 11:27:1 09/02/2005 11: 09/04/2005 3:44: Microsoft-11S/5.0 HTTP/1.0 200 OK 09/02/2005
1 109/04/2005 3: Microsoft-115/5.0

& birds.gif image/gif http://www traveltex.com/images/sc_saver... 1 0970472005 Microsoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
@ birds.zip p-co. p: TE... 1 09/02/2005 11:27:5...  09/02/2005 11:27:4...  02/03/200510:50:1...  Microsoft-1IS/5.0 HTTP/1.0 200 OK 09/02/2005
& birds_icon jpg ge/jpeg p// fimages/sc_saver. 1 09/02/2005 11:27:1...  08/02/2005 11:27:1...  09/04/2005 3:44: Microsoft-II5/5.0 HTTR/1.0 200 OK 09/02/2005
W] clear.gif image/gif http://www.google.co.uk/images/firefox/c, 1 09/02/2005 11: 09/02/2003 11: 17/01/2038 &:14:02...  GWS/2.1 HTTP/1.0 200 OK 09/02/2005
2] client=firefox-.. text/hteml ‘www.google.co.uk/searchiclient= 1 09/02/2005 11 . 09/02/2005 11: . N7A GWS/2.1 HTTP/1.0 200 OK 09/02/2005
(2] client=firefox-... text/html http://start. mozilla.org/firefox?client=firefo... 0 1 09/02/2005 11:26:5...  09/02/2005 11:26:4...  07/02/2106 7:28:15... GWS/2.1 HTTP/1.0301 Mow... 09/02/2005
1] client=firefox-.. text/html http://www.google.com/firefox?client=fire.. 0 1 09/02/2005 1 09/02/2005 1 N/A GWs/2.1 HTTP/1.0 302 Mov... 09/02/2005
1] client=firefox-.. text/htrml http://www.google.co.uk/firefox?client=fir.. 1,554 1 06/02/2005 11: 08/02/2005 11: . NAA GWS5/2.1 HTTP/1.0 200 OK 06/02/2005
6] desktop.gif image/gif http://www.google.co.uk/images/logos/de... 1,204 1 09/02/2005 11:27:0...  09/02/200511:27:0...  17/01/2038 &14:07... GWS/2.1 HTTP/1.0 200 OK 08/02/2005
W] driving_tours.j.. ge/jpeg i/ fimages/nav/driv.. 3,693 1 09/02/2005 1 08/02/2005 11: 09/04/2005 3:44: Microsoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
8| espanol.gif image/gif http://www traveltex.com/images/btns/es... 223 1 06/02/2005 11: 08/02/2005 11: 09/04/2005 3:44: Microsoft-115/5.0 HTTP/1.0 200 OK 06/02/2005
[ favicon.ico image/x-icon http://www.google.co.uk/favicon.ico 1,406 1 09/02/2005 11:26:5...  09/02/2005 11:26:5...  17/01/2038 &:1. GWS/2.1 HTTP/1.0 200 OK 01/02/2005
&d| footert.gif image/gif http://www.google.co.uk/images/firefoxf.. 246 1 09/02/2005 11:26:5...  09/02/2005 11:26:5...  17/01/2038 &1 GWs/2.1 HTTP/1.0 200 OK 09/02/2005
8| footer2.gif image/gif http://www.google.co.uk/images/firefox/f.. 60 1 09/02/2005 1 09/02/2005 11: 1770172038 GWS5/2.1 HTTP/1.0 200 OK 09/02/2005
8| footer3.qif image/gif http://www.google.co.uk/images/firefox/f... 814 1 09/02/2005 11:26:5...  09/02/2005 11:26:5...  17/01/2038 &:1. GWS/2.1 HTTP/1.0 200 OK 09/02/2005
&l| footer_bg_tile.... image/gif http://www traveltex.com/images/footer_b... 570 1 08/02/2005 11:27:1...  08/02/2005 11:27:1..,  08/04/2005 3:44:57...  Microsoft-1IS/5.0 HTTP/1.0 200 OK 09/02/2005
8] fox.gif image/gif http://www.google.co.uk/images/firefox/f.. 7,168 1 09/02/2005 11: 09/02/2005 11: 17/01/2038 &1 . GWS/2.1 HTTP/1.0 200 OK 08/02/2005
& fox2.gif image/gif http://www.google.co.uk/images/firefox/f... 1,557 1 09/02/2005 11:26:5...  09/02/2005 11:26:5...  17/01/2038 &14:06... GWS/2.1 HTTP/1.0 200 OK 04/02/2005
W] Golf.gif image/gif http://www.traveltex.com/images/sc_saver... 87,795 1 08/02/2005 11:27:1...  08/02/2005 11:27:1...  09/04/2005 3:44: Microsoft-1IS/5.0 HTTP/1.0 200 OK 08/02/2005
8| golf_iconjpg ge/jpeg fimages/sc_saver.. 2,704 1 09/02/2005 1 09/02/2005 1 0970472005 Microsoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
& google.gif image/gif http://www.google.co.uk/images/firefox/g... 1,607 1 09/02/2005 11:26:5...  09/02/2005 11:26:! 17/01/2038 &1 GWS/2.1 HTTP/1.0 200 OK 11/12/2004
& grgrad.gif image/gif http://www.google.co.uk/images/firefox/g... 526 1 09/02/2005 11:26:5...  09/02/200511:26:5...  17/01/2038 8:14:02... GWS/2.1 HTTP/1.0 200 OK 08/02/2005
8| Historical.gif image/gif http://www traveltex.com/images/sc_saver.. 84,977 1 09/02/2005 11:27:1...  08/02/2003 11:27:1...  09/04/2005 3:44:29...  Microsoft-115/5.0 HTTP/1.0 200 OK 09/02/2005
& historical_icon... ge/jpeg i/ fimages/sc_saver.. 3,170 1 09/02/2005 11 09/02/2005 11: 09/04/2005 3:44: Microsoft-1IS/5.0 HTTP/1.0 200 OK 09/02/2005 v
< >

Mozilla cache was found in /Documents and Settings/johndoe/Application
Data/Mozilla/Firefox/Profiles/w4nf3obl.default/Cache Full results can be found in Appendix
C: Mozilla Firefox

Mozilla thunderbird:

The John Doe account has been using the Mozilla thunderbird email client, the thunderbird
file was taken and put into a tool named SysTools MBOX viewer which gave the output
shown below. Several emails are here from ben@example.com to jdoe@example.com talking
about birds and even ben@example.com distributing bird pictures to the John Doe email.

§ SysTools MBOX Viewer v2.0-FREEWARE - x

File Help
3 Add File € Search 3 Close File 4} Upgradeto Pro X Exit [ Switch View -

Mail | [ Inbox

& ] G\Users\ohnMacKinnon\Desktop\ Thunderbird [ |8 | From Subject To sent Received Size(KE)

= £ Thunderbird Ben Forbes <ben@exampl good pics jdoe@examp 02/2005 12 02,2005
B [ Profiles 4 Bird Fandiers <mailinglist@bi.. How to Identify Birds jdoe@example.com 09/02/2005 12:08:01 PM 09/02/2005 PM 2
[ Biartdeactaut 4 U BenForbes <ben@example.c.. some mare goad ones jdoe@example.com 09/02/2005 12:08:01 PM 09/02/2005 12:08:01 PM 387

(= [ extensions
4 {972ceAch-Tel8-474-2285-32) (4 Ben Forbes <ben@example... expensive birds jdoe@example.com 09/02/2005 12:03:01 PM 08/02/2005 12:08:01 P 1
= (2 Mail
) £ Lecal Folders
=]

Normal Mail View | Attachments
[ mail.example.com

Path Ci\lUsers Desklop\ Mai\Local Date Time :  09/02/2005 12:08:01 PM
From Ben Forbes <ben@example.org>

To jdoe@example.com

Cc

Boc

Subject : good pics

Attachment(s) : [ 7EYBTELFIKAN.jpg & IMG_3937 filtered.jpg & cute_penguinjpg

~
< >
Lj Mail
Q) search
v
4ltems

Thunderbird files where found in /Documents and Settings/johndoe/Application
Data/Thunderbird


mailto:ben@example.com
mailto:jdoe@example.com
mailto:ben@example.com

TIMELINE

24/01/2005 4:28:20 PM TO 24/01/2005 4:28:47 PM
Several cookies where created at this time including ones for Mozilla Firefox.

25/01/2005 11:15:19 AM TO 25/01/2005 11:15:46 AM
Several site related to Microsoft was accessed on Mozilla Firefox.

02/02/2005 2:11:46 PM TO 02/02/2005 4:53:13 PM

The John Doe account used Mozilla firefox in this time to search for many things, including
bird images and many bird related sites. Books on amazon on birds were accessed and hobby
sites for birds were viewed. Between 2:18:13 PM and 2:43:46 PM he visited a list of images
in his file explorer stored within his ‘My Pictures’ folder.

tn_duck_3.jpg visited at 2:18:13 PM

snow_geese.jpg Visited at 2:18:53 PM

7107298.jpg visited at 2:20:33 PM

40m.jpg visited at 2:43:36 PM

03/02/2005 11:46:05 AM TO 03/02/2005 03:52:01 PM
At 12:19:07 PM to 12:20:20 PM John Doe visited his Mozilla Firefox cookies and
bookmarks files, it may be concluded that he deleted those files at this time.

At 12:22:51 John Doe accessed a file named “aggressive_song.wav” which was stored on an
external drive identified as the E drive. At 14:49:29 in a subfolder called ‘birds’ JohnDoe
visited a file names “killdeer.jpg” which was also in the external drive identified as the E
drive.

John Doe visited the a list bird images stored in a variety of locations ranging from the
Desktop to folders in ‘My Documents’. One of the files John visited (ready2fledge.jpg) was
stored in the Bob account’s documents.

babyscot_vyoung.jpg visited at 3:00:19 PM

babyscot_2weeks1.jpg visited at 3:00:27 PM

177.jpg visited at 3:01:38 PM

birdtrans2.jpg visited at 3:04:48 PM

chick2.jpg visited at 3:05:03 PM

newbies2.jpg visited at 3:05:44 PM

ready2fledge.jpg visited at 3:06:42 PM

At 15:49:39 John Doe visited a file named “birdwatching.doc” in the C drive. Later at
15:51:54 John Doe visited his external E drive to access a file named “BookList.doc” within
the ‘birds’ folder. Following this at 15:52:01 John Doe visited a file names
“BirdingGuide.pdf” stored within the ‘birds’ folder on the external E drive.

03/02/2005 12:21:40 PM TO 03/02/2005 3:03:54 PM
During this time the John Doe account used Mozilla Firefox to search for bird pictures on
google and a disturbing search for chick sex.



09/02/2005 08:00:54 AM TO 09/02/2005 11:28:00 AM
More bird related content was accessed from the files of the John Doe account.

09/02/2005 11:27:00 AM TO 09/02/2005 11:27:48 AM
In this time the John Doe account used Mozilla Firefox to search and then download a bird
screensaver.

09/02/2005 11:27:13 AM TO 09/02/2005 4:28:03 PM
Many images of birds where added to the web cache for Mozilla Firefox with some other
harmless items.

09/02/2005 11:28:00 AM TO 09/02/2005 5:06:28 PM

At 11:28:00 John Doe visited a “birds.zip” file, it is assumed this is a zip of the folder located
in the external drive that was identified as the E drive.

Later at 17:06:28 John Doe visited an external drive, this may be a different drive from
before as it is identified as the F drive, from that drive a file named
“AlmondMarshGreatBlueHeronStalling.jpg” was visited.

09/02/2005 12:08:01 PM

Several emails were sent to John Doe’s email at Mozilla thunderbird from Ben Forbes
(ben@example.com) and Bird Fancier (mailinglist@birds@example.com). These emails
contained info about birds and even bird pictures from Ben Forbes.

Conclusions

From this Investigation it is clear that the John Doe account on the hard-drive found in his
possession had illegal bird pictures on it. Malware scans confirmed that the hard-drive was
not infected with any viruses, removing the possibility of the Trojan Defence being used by
the defendant. Using tools like foremost and Metacam it was found that some of the images
on the hard-drive were taken by the cameras found in John Doe’s possession and some had
been edited on the computer. Many deleted files were found containing information about
birds and bird pictures showing that the user of the account had tried to remove the evidence.
Furthermore, a deleted partition of the hard-drive was found and recovered using TestDisk,
this partition contained many bird pictures on it. John Doe’s personal email account had been
receiving bird images and related content from various people, which were saved onto his
machine. The account had many searches and downloads related to birds, showing that the
person using the machine was actively searching for illegal material. Reading through
computer logs it was clear that the John Doe account was accessing these images regularly
which can be seen through the timeline.

Through this investigation it is clear that John Doe possessed many illegal images and there
is evidence to suggest that he even created the illegal material. There were clear signs that the
user of the John Doe account tried to delete the incriminating evidence through standard
deleted files and deleted partition, which is rather hard to accidently do.

Team member’s contributions


mailto:ben@example.com

Thomas MacKinnon (1704872): | did the browser investigation and write up of the data
found, I also did the email investigation and write up. | did the investigation into the
partitions, finding and recovering the deleted one and doing the write up. I did a
steganography search on the images of birds and wrote it up, | conducted and wrote up the
malware scan and wrote up the Investigative methodology. | also made the really nice police
badge.

Daniel Neville (1703454): | researched and got the virtual machine working and conducted
the investigation on it providing the evidence required for the report, | retrieved the images
and from the image and collected metadata from them, I helped to collect various bits of
evidence for the report and helped to write the report.

Kacper Rak (1701601): I worked on manually finding the case related images and wrote up
the timeline from the results of the browser analysis and computer logs. I did the write up of
the Metacam and Foremost section of the report listing the results. | formatted the report and
inserted and documented appendix A images.

Equipment, Software and Sources

A computer with a recent Windows operating system installed on it and a Linux operating
system either dual booted or on a virtual machine.

Autopsy 4.4.1 or higher (Windows) : https://www.sleuthkit.org/autopsy/

TestDisk 7.1 or higher (Windows or Linux) :
https://www.cgsecurity.org/wiki/TestDisk_Download

ClamAYV (Linux) : type in a linux command line sudo apt-get install clamav

Virus total : https://www.virustotal.com/#/home/upload

Prodiscover (Windows) : http://prodiscover-basic.freedownloadscenter.com/windows/
VMware Workstation (Windows) : https://www.vmware.com/uk/products/workstation-
pro.html

Pasco (Linux) : type in a linux command line sudo apt-get install pasco

Galleta (Linux) : type in a linux command line sudo apt-get install galleta

JP hide and seek (Windows) : http://linux01.gwdg.de/~alatham/stego.html

Foremost (Linux) : type in a linux command line sudo apt-get install foremost
Metacam (Linux) : type in a linux command line sudo apt-get install metacam

Mozilla file History view (Windows) : https://www.nirsoft.net/utils/mozilla_history view.html
Way back Machine : https://archive.org/web/

Mozilla Cache View (Windows) : http://www.nirsoft.net/utils/mozilla_cache viewer.html
SysTools MBOX Viewer (Windows) : https://www.systoolsgroup.com/mbox-viewer.htm|



https://www.sleuthkit.org/autopsy/
https://www.cgsecurity.org/wiki/TestDisk_Download
https://www.virustotal.com/#/home/upload
http://prodiscover-basic.freedownloadscenter.com/windows/
https://www.vmware.com/uk/products/workstation-pro.html
https://www.vmware.com/uk/products/workstation-pro.html
http://linux01.gwdg.de/~alatham/stego.html
https://www.nirsoft.net/utils/mozilla_history_view.html
https://archive.org/web/
http://www.nirsoft.net/utils/mozilla_cache_viewer.html
https://www.systoolsgroup.com/mbox-viewer.html
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Appendix B — Internet Explorer
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http://media.fastclick.net/w/get.media?t=n&sid=13470&m=3&f=b&v=1.4&c=7098&r=http%3A//images.google.co.uk/imgres%3Fimgurl%3Dhttp%3A//www.insaneanimals.com/items/177.jpg%26imgrefurl%3Dhttp%3A//www.insaneanimals.com/funny-animals/177.html%253Fsort%253Ddate%26h%3D290%26w%3D350%26sz%3D10%26tbnid%3D97SA3_pw84UJ%3A%26tbnh%3D96%26tbnw%3D116%26start%3D6%26prev%3D/images%253Fq%253Dyoung%252Bchicks%2526hl%253Den%2526lr%253D%2526client%253Dfirefox-a%2526rls%253Dorg.mozilla%3Aen-GB%3Aofficial_s%2526sa%253DG&d=f
http://media.fastclick.net/w/get.media?t=n&sid=13470&m=3&f=b&v=1.4&c=7098&r=http%3A//images.google.co.uk/imgres%3Fimgurl%3Dhttp%3A//www.insaneanimals.com/items/177.jpg%26imgrefurl%3Dhttp%3A//www.insaneanimals.com/funny-animals/177.html%253Fsort%253Ddate%26h%3D290%26w%3D350%26sz%3D10%26tbnid%3D97SA3_pw84UJ%3A%26tbnh%3D96%26tbnw%3D116%26start%3D6%26prev%3D/images%253Fq%253Dyoung%252Bchicks%2526hl%253Den%2526lr%253D%2526client%253Dfirefox-a%2526rls%253Dorg.mozilla%3Aen-GB%3Aofficial_s%2526sa%253DG&d=f
http://media.fastclick.net/w/get.media?t=n&sid=13470&m=3&f=b&v=1.4&c=7098&r=http%3A//images.google.co.uk/imgres%3Fimgurl%3Dhttp%3A//www.insaneanimals.com/items/177.jpg%26imgrefurl%3Dhttp%3A//www.insaneanimals.com/funny-animals/177.html%253Fsort%253Ddate%26h%3D290%26w%3D350%26sz%3D10%26tbnid%3D97SA3_pw84UJ%3A%26tbnh%3D96%26tbnw%3D116%26start%3D6%26prev%3D/images%253Fq%253Dyoung%252Bchicks%2526hl%253Den%2526lr%253D%2526client%253Dfirefox-a%2526rls%253Dorg.mozilla%3Aen-GB%3Aofficial_s%2526sa%253DG&d=f
http://media.fastclick.net/w/get.media?t=n&sid=13470&m=3&f=b&v=1.4&c=7098&r=http%3A//images.google.co.uk/imgres%3Fimgurl%3Dhttp%3A//www.insaneanimals.com/items/177.jpg%26imgrefurl%3Dhttp%3A//www.insaneanimals.com/funny-animals/177.html%253Fsort%253Ddate%26h%3D290%26w%3D350%26sz%3D10%26tbnid%3D97SA3_pw84UJ%3A%26tbnh%3D96%26tbnw%3D116%26start%3D6%26prev%3D/images%253Fq%253Dyoung%252Bchicks%2526hl%253Den%2526lr%253D%2526client%253Dfirefox-a%2526rls%253Dorg.mozilla%3Aen-GB%3Aofficial_s%2526sa%253DG&d=f
http://media.fastclick.net/w/get.media?t=n&sid=13470&m=3&f=b&v=1.4&c=7098&r=http%3A//images.google.co.uk/imgres%3Fimgurl%3Dhttp%3A//www.insaneanimals.com/items/177.jpg%26imgrefurl%3Dhttp%3A//www.insaneanimals.com/funny-animals/177.html%253Fsort%253Ddate%26h%3D290%26w%3D350%26sz%3D10%26tbnid%3D97SA3_pw84UJ%3A%26tbnh%3D96%26tbnw%3D116%26start%3D6%26prev%3D/images%253Fq%253Dyoung%252Bchicks%2526hl%253Den%2526lr%253D%2526client%253Dfirefox-a%2526rls%253Dorg.mozilla%3Aen-GB%3Aofficial_s%2526sa%253DG&d=f
http://media.fastclick.net/w/get.media?t=n&sid=13470&m=3&f=b&v=1.4&c=7098&r=http%3A//images.google.co.uk/imgres%3Fimgurl%3Dhttp%3A//www.insaneanimals.com/items/177.jpg%26imgrefurl%3Dhttp%3A//www.insaneanimals.com/funny-animals/177.html%253Fsort%253Ddate%26h%3D290%26w%3D350%26sz%3D10%26tbnid%3D97SA3_pw84UJ%3A%26tbnh%3D96%26tbnw%3D116%26start%3D6%26prev%3D/images%253Fq%253Dyoung%252Bchicks%2526hl%253Den%2526lr%253D%2526client%253Dfirefox-a%2526rls%253Dorg.mozilla%3Aen-GB%3Aofficial_s%2526sa%253DG&d=f
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;dcopt=ist;sz=728x90;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;dcopt=ist;sz=728x90;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;dcopt=ist;sz=728x90;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;sz=120x600;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;sz=120x600;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;sz=120x600;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=2;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EN50L20SA0d1843
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522ENr0N20SA0T0C668

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=3:fd
=0:fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s211010oie;sz=120x

600;0rd=1522ENrON20SA0TOC668

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=3:fd
=0:fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;5sz=728X

91;0rd=1522ENrON20SAQ0TOC668

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=4:fd
=0;fs=0;a=;shj=pid512;:kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=is

t:52=728x90;0rd=1522EOQJOE20SA2k0X896

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=4:fd
=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s211010oie;sz=120x

600;0rd=1522EOQJOE20SA2k0X896

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=4:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s211010ie;5z=728X

91;0rd=1522EOQJOE20SA2k0X896



http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOJ0E20SA2k0X896

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=7:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=is

t:52=728x90;0rd=1522E0OVv0I20SA2e0F480

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=7:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s2110loie;sz=160x

600;0rd=1522EOV0I20SA2e0F480

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=7:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s211010ie;5sz=728x

91;0rd=1522EOV0I20SA2e0F480

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=8:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=is

1;.52=728x90;0rd=1522EQi0B20SA1x0N820

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=8:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s211010ie;5z=160x

600;0rd=1522EQi0B20SA1x0N820



http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EQi0B20SA1x0N820

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=0;pc=8:fd
=0;fs=0;a=;shj=pid512:kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;5sz=728x

91;0rd=1522EQi0B20SA1x0N820

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=14;pc=1:f
d=0:fs=0;a=;sbj=pid512:kw=;chan=hobbies;syn=about;:tile=1;r=0;dcopt=ist;sz=728x90;ord=
1522EMf0020SA1B0c43

http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies birding;svc=;site=birding;t=14;pc=1:f
d=0:fs=0;a=;sbj=pid512:kw=;chan=hobbies;syn=about;:tile=4;r=0;sz=728x91;ord=1522EMf0
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