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Daniel Neville (1703454), 

Kacper Rak (1701601), 

Thomas MacKinnon (1704872). 

 

Bird People, Penguin Patrol 

         

  

The investigative team was asked by Police Scotland to search through the seized hard-drive 

to find evidence of John Doe possessing bird pictures.  

 

Description of Recovered / Examined Items  
 

We were provided with a physical HDD - Seagate Barracuda 7200RPM, 40GB drive. The 

drive presented was in good condition and spun up as expected. 

 

Investigative Methodology  
 
Identification 

 
The Identification stage of this investigation was the suspicion of John Doe committing bird abuse 

and possessing bird pictures on his computer. The hard-drive was seized before a network logger 

could be installed to monitor his searches live.  

 
Acquisition 
The Acquisition stage of this investigation was the raid and subsequent finding of the hard-drive in 

John Doe’s house. ACPO guidelines were followed in the removal of the device, ensuring that the 

data on the hard-drive was not altered in anyway. 
 
Preservation 
The Preservation stage of this investigation involved the safe copying of the hard-drive to abide by the 

ACPO guidelines. An image of the seized hard-drive was created so the original data on the original 

hard-drive would not be changed during the investigative process. To validate that copy hard-drive 

was identical to the original hard-drive a hash sum of the copy was created immediately using md5 

hashing. The hash sum of the copy hard-drive would be checked throughout the investigation to see if 

the copy data had been altered. The copy hard-drive was also made to be “read only” so no data could 

be added to the hard-drive helping to keep the authenticity of the copy.  

  
Search 
The searching stage of the investigation was conducted with many tools on the hard-drive copy, such 

as Autopsy, Testdisk, foremost, etc. Specific files, such as web history records, where searched for by 

mounting the copy hard-drive to the Investigators computer and manually looking for them. Some of 

tools, such as Autopsy, was used to recover deleted files and other pieces of information. 

 

 

 

 



Analysis 
After the explicit materials had been found, further analysis was conducted on them to find out more 

valuable information. Explicit images were checked for meta-data and hidden information, emails 

were analysed for bird pictures and deleted files contained evidence of illegal materials.  

 
Reconstruction 
To reconstruct the information found a timeline was used. This aided the investigation by showing the 

course of actions the John Doe account had taken in viewing and receiving these explicit images. The 

timeline also helps summarise all the evidence found in the investigation. 
 

 

Analysis 
 

Images 

 

Using the Linux system, we ran a command called Foremost on the disk image of John Doe’s 

computer hard drive. The command was used to retrieve all image files on the drive. As the 

majority of the images were windows assets the investigators needed to sort through the files 

in the attempt to locate any case related material. Directly extracting the image files does not 

let us know where on the disk they were located on the disk but with the use of Metacam, 

another Linux tool, the investigators well able to identify what camera the case related 

images were taken with and when the images was taken. 

 

Two cameras were identified in the Metacam results: The Canon EOS-IDS with the serial 

number 000136574 and the Canon powershot SD100. Another result identified was Adobe 

Photoshop a common image editing program.  

 

 
 

 

 

 
 

 

 

 

 

 
 

 

 



 
 

 

 

 
 

 

 

 
 

 

 

 
 

 

 

 

 
 

 

 

Virus Scan 

 

The “Trojan Defense” is a commonly used defense that claims that a virus did all of the 

incriminating acts. As a Precaution the investigators scanned the hard-drive copy using 

ClamAV, a multiplatform virus scanner. The scanner found 3 suspected malicious files 

within the hard-drive, however this was double checked by using a website called “Virus 

Total”, that checks the files against many different virus scanners. The files came up negative 

for every scanner except ClamAV letting the investigative team know that the hard-drive 

copy did not have any malware on it. 

 

 

 

 



Steganography 

 

Investigators decided to check if any of the images on the John Doe account had hidden data 

within. Using all of the images of birds the investigator went one by one checking for hidden 

info using a steganography tool called JP hide and seek. No hidden information was found 

from this search. 

 
 

Partition Searching 

 

There was a suspicion that the hard-drive was missing a partition, which could have potential 

evidence on it. A tool named TestDisk was used to check if the hard-drive was missing 

anything. Testdisk found that a partition on the John Doe hard-drive had been deleted and it 

contained many pictures of birds. The deleted partition was restored as shown below. The 

deleted partition show that the person behind the John Doe account was trying to delete 

evidence as to not be caught since deleting a partition is a rather hard task. 

 
Partitions found on the disk before TestDisk. 



 
Partitions found on disk after TestDisk, see entry 003 is new. 

 

 
All the information found on the new partition, many images of birds. 

 

Virtual Machine 

 

As part of the Investigation a Virtual Machine of the hard-drive copy was created to give 

context to the John Doe account. Tools that were used to create this Virtual Machine include 

Pro Discover and VMware Workstation. However John Doe’s account could be logged into 

directly since the operating system was corrupt/incomplete, but with a fresh install of 

Windows XP and creation of an admin account all the files from all of the accounts on the 

hard-drive copy were recovered and could be viewed. 



 

 

 
 

 

From the figures it is clear this is the John Doe account as it has the same files as the mount 

version. All files were able to be accessed through this virtual machine.  

 

The Investigative team tried remaking the Virtual machine using the hard-drive copy with the 

recovered partitions but they were met by blue screens and errors. 

 

 

Browser Searching 

John Doe’s account has two browsers installed on it, being Internet Explorer and Mozilla 

firefox, with his email account being on Mozilla Thunderbird. Investigation of these browsers 

was critical to see if John Doe’s account had been distributing explicit content online and 

where the account found these images. The main pieces of informations Investigators were 



trying to find on John Doe’s browsers was the history of searches, what cookies are stored, 

what is in the web cache and what bookmarks are on the browsers. 

 

Internet Explorer: 

 

Internet Explorer is a free browser that is pre-installed onto Windows machines so it was a 

given that John Doe’s account would have it, since his operating software is Windows XP 

professional. The Investigators decided to find the web history associated with John Doe’s 

account first. A tool named “Pasco” was used to make the web history files (index.dat files) 

readable. Investigators found a web history file in the standard place for Internet Explorer, 

and used Pasco to view it. 

 

 
This data was found in  /Documents and Settings/johndoe/Local 

Settings/History/History.IE5  Full results can be found in Appendix B: Internet Explorer 

 

This screenshots shows that John Doe’ account accessed images stored on his computer, the 

yellow highlight marks bird related content and the blue signifies interesting finds. There was 

no evidence of John Doe accessing bird images online, in fact there wasn’t much internet 

searches at all, which is rather unusual, suggesting there could be deleted internet history file 

somewhere. Other web history files where found and analysed using Pasco, but nothing of 

note was found. This information was backed up using Autopsy.  

 

Next the cookies of the John Doe’s Internet Explorer were found using Pasco to make the 

data readable since  Internet explorer stores cookies the same as a web history file(index.dat).  

The cookies were found in  /Documents and Settings/johndoe/Cookies Full results can be 

found in Appendix B: Internet Explorer 

 
Only three cookies where found for Internet Explorer, none of them being valuable.  

 



Some other web History files were found in three “MSHist…” within the History IE5 folder, 

they mostly consisted of files accessed by the John Doe account of bird pictures. This shows 

specific times that the person using the John Doe account was accessing the explicit pictures. 

 

These other web history files were found in /Documents and Settings/johndoe/Local 

Settings/History/History.IE5  in the several MShist… folders. Full results can be found in 

Appendix B: Internet Explorer 

 
 

Web cache was found in /Documents and Settings/johndoe/Local 

Settings/History/History.IE5 Full results can be found in Appendix B: Internet Explorer 

 

Web cache was made readable with Pasco, however no useful information was found in this 

file, other than sites related to installing firefox and microsoft sites. 

 

Mozilla Firefox: 

 

The John Doe account also had Mozilla Firefox installed, the web history file is stored in a 

different location and in a different format so tools used before cannot be used here. The web 

history file is found within the Mozilla file and is called history.dat. A tool called Mozilla 

History View which allowed the investigators to view the history.  

 



 
This was found in  /Documents and Settings/johndoe/Application 

Data/Mozilla/Firefox/Profiles/w4nf3obl.default Full results can be found in Appendix C: 

Mozilla Firefox 

 

Checking some of these links is fruitless since the links from 2005 are no longer active so a 

website called “The Wayback Machine” was used to check the links for explicit content. 

Some of the links contain disturbing content about birds and even online stores that seem to 

be the source of some of the images found on the John Doe account.  

http://amos.shop.com/amos/cc/main/catalog/pcd/7107298/prd/10187717/ccsyn/518/_x_/Choi

ces-Direct---Movies-Bird-Safari---Bird-Watcher's-Paradise-VIDEO\ 

This link is unfortunately dead,  but reading the link can reveal information such “Movies-

Bird-Safari--Bird-Watcher’s-Paradise-VIDEOS” show that the John Doe account was 

accessing explicit material. Another interesting aspect of the link is the “pcd/7107298” which 

is suspected to be the product name, and is also the name of a bird picture found in 

/Documents and Settings/johndoe/My Documents/My Pictures of the John Doe account. 

 

 
The matching file name and picture to the product name. 

http://amos.shop.com/amos/cc/main/catalog/pcd/7107298/prd/10187717/ccsyn/518/_x_/Choices-Direct---Movies-Bird-Safari---Bird-Watcher's-Paradise-VIDEO%5C
http://amos.shop.com/amos/cc/main/catalog/pcd/7107298/prd/10187717/ccsyn/518/_x_/Choices-Direct---Movies-Bird-Safari---Bird-Watcher's-Paradise-VIDEO%5C


 
 

 A site containing information about young birds, accessed using the Wayback Machine 

website to the time the John Doe account accessed it. 

 

A deleted history.dat file was found using Autopsy but it contained the same information as 

the one shown above. This however could show that the person behind the John Doe account 

was trying to delete evidence. 

 

Mozilla cookies can be read using a tool called Galleta, the file was found in the Mozilla 

directory as a “cookies.txt”.  The data collected is odd and seems to be incomplete, there is 

evidence in the files suggesting that a cookie manager was used, which could have 

corrupted/deleted revealing cookies.  

 

 
This was found in /Documents and Settings/johndoe/Application 

Data/Mozilla/Firefox/Profiles/w4nf3obl.default 

 

Mozilla Bookmarks were analysed using Autopsy, however the data collected was not useful 

to the investigation.   



 
From searching through deleted files in Autopsy the Investigators found an interesting html 

file documenting past bookmarks for the firefox browser. Evidence of bird related content 

was found as seen below. 

 

 
 

 



Using a tool named Mozilla Cache view the investigators were able to view the the cache 

files for the Mozilla firefox browser. Many Bird related search are found here that weren’t 

present in the history file including searches for bird pictures.   

 
 

Mozilla cache was found in /Documents and Settings/johndoe/Application 

Data/Mozilla/Firefox/Profiles/w4nf3obl.default/Cache Full results can be found in Appendix 

C: Mozilla Firefox 

 

Mozilla thunderbird: 

 

The John Doe account has been using the Mozilla thunderbird email client, the thunderbird 

file was taken and put into a tool named SysTools MBOX viewer which gave the output 

shown below. Several emails are here from ben@example.com to jdoe@example.com talking 

about birds and even ben@example.com distributing bird pictures to the John Doe email.  

 

 
Thunderbird files where found in /Documents and Settings/johndoe/Application 

Data/Thunderbird 

mailto:ben@example.com
mailto:jdoe@example.com
mailto:ben@example.com


 

 

TIMELINE 

 

24/01/2005 4:28:20 PM TO 24/01/2005 4:28:47 PM 

Several cookies where created at this time including ones for Mozilla Firefox. 

 

25/01/2005 11:15:19 AM TO 25/01/2005 11:15:46 AM 

Several site related to Microsoft was accessed on Mozilla Firefox. 

            

02/02/2005 2:11:46 PM TO 02/02/2005 4:53:13 PM 

The John Doe account used Mozilla firefox in this time to search for many things, including 

bird images and many bird related sites. Books on amazon on birds were accessed and hobby 

sites for birds were viewed. Between 2:18:13 PM and 2:43:46 PM he visited a list of images 

in his file explorer stored within his ‘My Pictures’ folder. 

tn_duck_3.jpg visited at 2:18:13 PM 

snow_geese.jpg  visited at 2:18:53 PM 

7107298.jpg  visited at 2:20:33 PM 

40m.jpg  visited at 2:43:36 PM 

 

03/02/2005 11:46:05 AM TO 03/02/2005 03:52:01 PM 

At 12:19:07 PM to 12:20:20 PM John Doe visited his Mozilla Firefox cookies and 

bookmarks files, it may be concluded that he deleted those files at this time. 

 

At 12:22:51 John Doe accessed a file named “aggressive_song.wav” which was stored on an 

external drive identified as the E drive. At 14:49:29 in a subfolder called ‘birds’ JohnDoe 

visited a file names “killdeer.jpg” which was also in the external drive identified as the E 

drive. 

 

John Doe visited the a list  bird images stored in a variety of locations ranging from the 

Desktop to folders in ‘My Documents’.  One of the files John visited (ready2fledge.jpg) was 

stored in the Bob account’s documents. 

babyscot_vyoung.jpg visited at 3:00:19 PM 

babyscot_2weeks1.jpg visited at 3:00:27 PM 

177.jpg visited at 3:01:38 PM 

birdtrans2.jpg visited at 3:04:48 PM 

chick2.jpg visited at 3:05:03 PM 

newbies2.jpg visited at 3:05:44 PM 

ready2fledge.jpg visited at 3:06:42 PM  

 

At 15:49:39 John Doe visited a file named “birdwatching.doc” in the C drive. Later at 

15:51:54 John Doe visited his external E drive to access a file named “BookList.doc” within 

the ‘birds’ folder. Following this at 15:52:01 John Doe visited a file names 

“BirdingGuide.pdf” stored within the ‘birds’ folder on the external E drive. 

 

03/02/2005 12:21:40 PM TO 03/02/2005 3:03:54 PM 

During this time the John Doe account used Mozilla Firefox to search for bird pictures on 

google and a disturbing search for chick sex. 

 



09/02/2005 08:00:54 AM TO 09/02/2005 11:28:00 AM 

More bird related content was accessed from the files of the John Doe account. 

 

09/02/2005 11:27:00 AM TO 09/02/2005 11:27:48 AM 

In this time the John Doe account used Mozilla Firefox to search and then download a bird 

screensaver. 

 

09/02/2005 11:27:13 AM TO 09/02/2005 4:28:03 PM 

Many images of birds where added to the web cache for Mozilla Firefox with some other 

harmless items. 

 

09/02/2005 11:28:00 AM TO 09/02/2005 5:06:28 PM 

At 11:28:00 John Doe visited a “birds.zip” file, it is assumed this is a zip of the folder located 

in the external drive that was identified as the E drive. 

Later at 17:06:28 John Doe visited an external drive, this may be a different drive from 

before as it is identified as the F drive, from that drive a file named 

“AlmondMarshGreatBlueHeronStalling.jpg” was visited. 

 

 

 

 

09/02/2005 12:08:01 PM  

Several emails were sent to John Doe’s email at Mozilla thunderbird from Ben Forbes 

(ben@example.com) and Bird Fancier (mailinglist@birds@example.com). These emails 

contained info about birds and even bird pictures from Ben Forbes.  

 

Conclusions 

  

From this Investigation it is clear that the John Doe account on the hard-drive found in his 

possession had illegal bird pictures on it. Malware scans confirmed that the hard-drive was 

not infected with any viruses, removing the possibility of the Trojan Defence being used by 

the defendant. Using tools like foremost and Metacam it was found that some of the images 

on the hard-drive were taken by the cameras found in John Doe’s possession and some had 

been edited on the computer. Many deleted files were found containing information about 

birds and bird pictures showing that the user of the account had tried to remove the evidence. 

Furthermore, a deleted partition of the hard-drive was found and recovered using TestDisk, 

this partition contained many bird pictures on it. John Doe’s personal email account had been 

receiving bird images and related content from various people, which were saved onto his 

machine. The account had many searches and downloads related to birds, showing that the 

person using the machine was actively searching for illegal material. Reading through 

computer logs it was clear that the John Doe account was accessing these images regularly 

which can be seen through the timeline.  

Through this investigation it is clear that John Doe possessed many illegal images and there 

is evidence to suggest that he even created the illegal material. There were clear signs that the 

user of the John Doe account tried to delete the incriminating evidence through standard 

deleted files and deleted partition, which is rather hard to accidently do.  

 

Team member’s contributions 

mailto:ben@example.com


Thomas MacKinnon (1704872): I did the browser investigation and write up of the data 

found, I also did the email investigation and write up.  I did the investigation into the 

partitions, finding and recovering the deleted one and doing the write up. I did a 

steganography search on the images of birds and wrote it up, I conducted and wrote up the 

malware scan and wrote up the Investigative methodology. I also made the really nice police 

badge. 

 

Daniel Neville (1703454): I researched and got the virtual machine working and conducted 

the investigation on it providing the evidence required for the report, I retrieved the images 

and from the image and collected metadata from them, I helped to collect various bits of 

evidence for the report and helped to write the report. 

 

Kacper Rak (1701601): I worked on manually finding the case related images and wrote up 

the timeline from the results of the browser analysis and computer logs. I did the write up of 

the Metacam and Foremost section of the report listing the results. I formatted the report and 

inserted and documented appendix A images.   

  

 

 

Equipment, Software and Sources  

 

A computer with a recent Windows operating system installed on it and a Linux operating 

system either dual booted or on a virtual machine.  

 

Autopsy 4.4.1 or higher (Windows) : https://www.sleuthkit.org/autopsy/ 

TestDisk 7.1 or higher (Windows or Linux) : 

https://www.cgsecurity.org/wiki/TestDisk_Download 

ClamAV (Linux) : type in a linux command line sudo apt-get install clamav 

Virus total : https://www.virustotal.com/#/home/upload 

Prodiscover (Windows) : http://prodiscover-basic.freedownloadscenter.com/windows/ 

VMware Workstation (Windows) : https://www.vmware.com/uk/products/workstation-

pro.html 

Pasco (Linux) : type in a linux command line sudo apt-get install pasco 

Galleta (Linux) : type in a linux command line sudo apt-get install galleta  

JP hide and seek (Windows) : http://linux01.gwdg.de/~alatham/stego.html 

Foremost (Linux) : type in a linux command line sudo apt-get install foremost 

Metacam (Linux) : type in a linux command line sudo apt-get install metacam 

Mozilla file History view (Windows) : https://www.nirsoft.net/utils/mozilla_history_view.html 

Way back Machine : https://archive.org/web/ 

Mozilla Cache View (Windows) : http://www.nirsoft.net/utils/mozilla_cache_viewer.html 

SysTools MBOX Viewer (Windows) : https://www.systoolsgroup.com/mbox-viewer.html 

 

 

    

    

     

https://www.sleuthkit.org/autopsy/
https://www.cgsecurity.org/wiki/TestDisk_Download
https://www.virustotal.com/#/home/upload
http://prodiscover-basic.freedownloadscenter.com/windows/
https://www.vmware.com/uk/products/workstation-pro.html
https://www.vmware.com/uk/products/workstation-pro.html
http://linux01.gwdg.de/~alatham/stego.html
https://www.nirsoft.net/utils/mozilla_history_view.html
https://archive.org/web/
http://www.nirsoft.net/utils/mozilla_cache_viewer.html
https://www.systoolsgroup.com/mbox-viewer.html


       

                                                                   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Appendix A – Images 

 

 
ready2fledge.jpg 

 
birdtrans2.jpg 

 
babyscot_2weeks1.jpg 
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tn_duck_3.jpg 
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J0341559.jpg 



 
BaldEagle7oClock.jpg 

 
GreatEgretOverflyingRoseateSpoonbills.jpg 

 
AlmondMarchGreatBlueHeronStalling.jpg 

 
AmericanAvocetWinterPlumage.jpg 

 
AmericanWhitePelicansCircling.jpg 



 
BellbirdJumpingOffBranch.jpg 
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brd_Ornithologist_TWG.jpg 



 
BlackVultureSunningOnPost.jpg 

 
blue_bird2.jpg 
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GreatBlueHeronWithFish.jpg 
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GreenHeronCloseup.jpg 

 
GreenHeronOnChicagoLakeshore.jpg 

 
ImmatureSnowyEgretTakingOff.jpg 
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f0441536.jpg 

 
f0443520.jpg 
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f0597584.jpg 

Appendix B – Internet Explorer 

 

 

History files: 
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd
=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x
91;ord=1522EOJ0E20SA2k0X896  
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=3;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522ENr0N20SA0T0C668
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=120x600;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOJ0E20SA2k0X896
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=4;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOJ0E20SA2k0X896
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=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x
91;ord=1522EOv0I20SA2e0F480  
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd
=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x
600;ord=1522EQi0B20SA1x0N820  
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=7;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EOv0I20SA2e0F480
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=728x90;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=2;r=0;u=0mfh7s21101oie;sz=160x600;ord=1522EQi0B20SA1x0N820
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;f
d=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EMf0
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;f
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=0;pc=8;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;u=0mfh7s21101oie;sz=728x91;ord=1522EQi0B20SA1x0N820
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;dcopt=ist;sz=728x90;ord=1522EMf0O20SA1B0c43
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;dcopt=ist;sz=728x90;ord=1522EMf0O20SA1B0c43
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;dcopt=ist;sz=728x90;ord=1522EMf0O20SA1B0c43
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EMf0O20SA1B0c43
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EMf0O20SA1B0c43
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=1;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=4;r=0;sz=728x91;ord=1522EMf0O20SA1B0c43
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=468x60;ord=1522EOV0N20SA0G0P124
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=468x60;ord=1522EOV0N20SA0G0P124
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=1;r=0;u=0mfh7s21101oie;dcopt=ist;sz=468x60;ord=1522EOV0N20SA0G0P124
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=3;r=0;u=0mfh7s21101oie;sz=336x280;ord=1522EOV0N20SA0G0P124
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=3;r=0;u=0mfh7s21101oie;sz=336x280;ord=1522EOV0N20SA0G0P124
http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=14;pc=5;fd=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=3;r=0;u=0mfh7s21101oie;sz=336x280;ord=1522EOV0N20SA0G0P124
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=2;pc=6;fd
=0;fs=0;a=;sbj=pid512;kw=;chan=hobbies;syn=about;tile=3;r=0;u=0mfh7s21101oie;dcopt=is
t;sz=336x280;ord=2522EOb0P20SA3M0A64  
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http://n479ad.doubleclick.net/adi/abt.hobbies/hobbies_birding;svc=;site=birding;t=2;pc=6;fd
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